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The chips are down
Two security flaws in modern chips cause
big headaches for the tech business

Science &
technology

Fixing the underlying problems will take a long time

Jan 4th2018 IT WAS a one-two punch for the computer industry. January 3rd saw the
disclosure of two serious flaws in the design of the processors that power most
of the world’s computers. The first, appropriately called Meltdown, affects only
chips made by Intel, and makes it possible to dissolve the virtual walls between
the digital memory used by different programs, allowing hackers to steal

sensitive data, such as passwords or a computer’s encryption keys. The second,
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A Critical Intel Flaw Breaks Basic Security for Most Computers

A Google-led team of researchers has found a critical chip flaw that developers are scrambling to patchin millions of computers. [8]
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‘C):;fpfl‘t‘gr Meltdown and Spectre:.‘worst
security ever’ CPU bugs affect virtually all

O computers

Everything from smartphones and PCs to cloud computing

affected by major security flaw found in Intel and other
processors - and fix could slow devices

S lative

E tion

Spectre and Meltdown processor security flaws - explained
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Samuel Gibbs

Thu 4 Jan 18 07.06 EST
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+ Intel’s processors have a security bug and "
the fix could slow down PCs
Covert Channel .. . o o [10]
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Prime Cont. sw. Encode s Cont. sw. Probe
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Cont. sw. Encode s Cont. sw. Probe
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33 Vulnerable 2" Order State-

oo

°c Holding Components

- L1DS:
» LFSR for pseudo-random replacement policy
* Memory arbiter
« TXFIFO
« Write-buffer arbiters
- L1IS:
» LFSR for pseudo-random replacement policy
 TLBs:
« Pseudo-LRU tree for replacement policy
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Parallel Ultra Low Power

e Let’s Have a Look at All Targeted Channels!
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gg Parallel Ultra Low Power
cc L1 DS Channel
Full fence.t
. Flush all vulnerable components
Unmitigated on context switch
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o0 Parallel Ultra Low Power

so L1 1S Channel

Full fence.t
. Flush all vulnerable components
Unmitigated on context switch
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Parallel Ultra Low Power
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oo All Evaluated Channels Closed!
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oo So What Are the Costs?

Context Switch Latency

selL4 one-way inter-address-space IPC
microbenchmark

o | cod | snaie | oowle _

1,180 12,099 51,876 1,502

430 (+7.0) (+1.0) (+52) (+256) (0.9)
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oo So What Are the Costs?

Context Switch Latency

selL4 one-way inter-address-space IPC
microbenchmark

o | cod | snaie | oowle _

1,180 12,099 51,876 1,502

430 (+7.0) (+1.0) (+52) (+256) (0.9)

320 cycles overhead per context switch

Clk @1GHz, CS @1KHz: + 0.032%
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oo So What Are the Costs?

Context Switch Latency Hardware Costs

selL4 one-way inter-address-space IPC
microbenchmark

CVA6
with fence.t

Original

o | cod | snaie | oowle _

1180 12,099 51,876 1,502
430#7.0) g p) (+52) (+256) (+0.9) Synthesis
— ! in GF22FDX ——
@1GHz

Difference in area less than 0.6%
320 cycles overhead per context switch

Clk @1GHz, CS @1KHz: + 0.032%
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oo Conclusion

Covert channels exist on RISC-V cores
«  We measure five distinct channels on Ariane

Confirmed: OS needs HW-support for time protection [1]
» Pure SW solutions cannot be comprehensive

First HW platform with (experimental) support for time protection!
« We propose a temporal fence (fence.t) instruction
» Closes all evaluated channels at negligible costs

HW-mechanism must flush all pArch state
* ldentifying pArch state not always straight-forward
» Systematic approach for HW / Security codesign needed

Future Work
« Evaluate on write-back L1 data cache
« Systematic evaluation of pArch state
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Contribute to the RISC-V conversation on social!
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