
Processor Cores
• Hybrid Modular Redundancy

• Runtime-switchable
• Dual- & Triple-core

Lockstep (DCLS/TCLS)
• Tested in a RISC-V multi-core 

cluster

On-Chip Memory
• 32+7 Hsiao Single Error Correction, 

Double Error Detection ECC code

• Read-modify-write unit for
minimal store overhead

• Scrubber to
correct storage

On-Chip Interconnect
• High-activity SoC components

can have an outsized impact
on fault rate

• TMR Handshake
& ECC Data to
correct all faults

• Fault-tolerant RISC-V
MCU in TSMC 28nm[3]

• 3× Ibex with
configurable TCLS

• ECC SRAM + scrubber

• Tests ChipIr / HollandPTC

• All SRAM &
core faults
detected &
corrected

• Remaining
vulnerabilities
identified!

• Launched
to space!

Protection Overlap
• Regions between protected

domains, e.g., checkers, remain 
vulnerable to faults

• Overlapping protections addresses 
this, ensuring checkers are 
protected by the other domain

• Evaluated in a RISC-V MCU design (based on Trikarenos) with 
all developed protections:

• TCLS-voter faults show up as relOBI errors, and vice versa

• Iteratively add protections to evaluate impact & fault 
tolerance

• Physical implementation:
2.71× area vs. 3.48× for 
SotA full triplication

• Commercial space processors rely on outdated and Rad-Hard nodes, 
losing out on performance, efficiency, and capabilities.

• Standard lockstep permanently dedicates all cores to redundancy, 
sacrificing performance when fault tolerance is not needed.

• Other architectural schemes (e.g., fine-grained TMR) are expensive.
• Voters and checkers are often left unprotected or requiring rad-

hard cells.

Who Checks the Checker?
End-to-End Architectural SEU Tolerance for RISC-V Microcontroller Protection
Michael Rogenmoser1, Chen Wu1, Philippe Sauter1, Angelo Garofalo1,2, Luca Benini1,2

1Integrated Systems Laboratory, ETH Zürich
2Department of Electrical, Electronic, and Information Engineering, University of Bologna

• Radiation-induced SEUs corrupt data and 
computation in space SoCs, risking mission failure.

• Rad-Hard tech is costly and lags modern nodes.
• New Space demands modern, cost-effective, fault-

tolerant SoCs on advanced nodes.
• Goal: comprehensive soft-error tolerance in RISC-V 

SoCs via architectural methods.

• Open-source, end-to-end fault-tolerant RISC-V SoC leveraging architectural methods.
• Validated in 130 nm and transferrable — node-agnostic for New Space and safety-critical 

systems. Methodology tested under radiation and in simulation-based fault injection.
• Extends to particle-physics detectors, automotive, and high-radiation domains.

Building Blocks

SotA Gaps
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Trikarenos Test Address the Checkers!
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Hybrid Modular Redundancy: Exploring Modular

Redundancy Approaches in RISC-V Multi-core Computing

Clusters for Reliable Processing in Space

MICHAEL ROGENMOSER, ETH Zürich, Switzerland

YVAN TORTORELLA, DAVIDE ROSSI, and FRANCESCO CONTI, Università di Bologna, Italy
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Space Cyber-Physical Systems such as spacecraft and satellites strongly rely on the reliability of onboard

computers to guarantee the success of their missions. Relying solely on radiation-hardened technologies

is extremely expensive, and developing in!exible architectural and microarchitectural modi"cations to

introduce modular redundancy within a system leads to signi"cant area increase and performance degra-

dation. To mitigate the overheads of traditional radiation hardening and modular redundancy approaches,

we present a novel Hybrid Modular Redundancy approach, a redundancy scheme that features a cluster

of RISC-V processors with a !exible on-demand dual-core and triple-core lockstep grouping of computing

cores with runtime split-lock capabilities. Further, we propose two recovery approaches, software-based and

hardware-based, trading o# performance and area overhead. Running at 430 MHz, our fault-tolerant cluster

achieves up to 1,160 MOPS on a matrix multiplication benchmark when con"gured in non-redundant mode

and 617 and 414 MOPS in dual and triple mode, respectively. A software-based recovery in triple mode

requires 363 clock cycles and occupies 0.612 mm2, representing a 1.3% area overhead over a non-redundant

12-core RISC-V cluster. As a high-performance alternative, a new hardware-based method provides rapid

fault recovery in just 24 clock cycles and occupies 0.660 mm2, namely, ∼9.4% area overhead over the baseline

non-redundant RISC-V cluster. The cluster is also enhanced with split-lock capabilities to enter one of the

available redundant modes with minimum performance loss, allowing execution of a mission-critical portion

of code when in independent mode, or a performance section when in a reliability mode, with <400 clock

cycles overhead for entry and exit. The proposed system is the "rst to integrate these functionalities on an

open-source RISC-V-based compute device, enabling "nely tunable reliability versus performance trade-o#s.
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Trikarenos: Design and Experimental
Characterization of a Fault-Tolerant28-nm RISC-V-Based SoC

Michael Rogenmoser , Graduate Student Member, IEEE, Philip Wiese , Graduate Student Member, IEEE,

Bruno Endres Forlin , Frank K. Gürkaynak , Paolo Rech , Senior Member, IEEE, Alessandra Menicucci ,

Marco Ottavi , Senior Member, IEEE, and Luca Benini , Fellow, IEEE

Abstract— RISC-V-based fault-tolerant system-on-chip (SoC)

designs are critical for the new generation of automotive and

space SoC architectures. However, reliability assessment requires

characterization under controlled radiation doses to accurately

quantify the fault tolerance of the fabricated designs. This

work analyzes the Trikarenos design, an SoC implemented in

TSMC 28 nm, for single event upset (SEU) vulnerability under

atmospheric neutron and 200-MeV proton radiation, comparing

these results to simulation-based fault injection. All faults in

error correction codes (ECCs) protected memory are corrected

by a scrubber, showing an estimated cross section per bit of up

to 1.09 → 10↑14
cm2

bit↑1
. Furthermore, the triple-core lockstep

(TCLS) mechanism implemented in Trikarenos is validated and

is shown to correct errors affecting a cross section up to

3.23 → 10↑11
cm2

, with the remaining uncorrectable vulnerability

below 5.36 → 10↑12
cm2

. When augmenting the experimental

analysis of fabricated chips with gate-level fault injection in

simulation, 99.10% of injections into the SoC produced correct

results, while 100% of injections in the TCLS-protected cores

were handled correctly. With 12.28% of all injected faults leading
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to a TCLS recovery, this indicates an approximate effective flip-

flop (FF) cross section of up to 1.28 → 10↑14
cm2

/FF.

Index Terms— Fault injection, fault tolerance, integrated cir-

cuit reliability, neutron radiation effects, proton radiation effects,

radiation effects in ICs, radiation hardening by design (RHBD),

reliability analysis, RISC-V, single event upset (SEU).

I. INTRODUCTIONI
N THE automotive and space domains, the reliability of

semiconductor chips and systems-on-chip (SoCs) is critical.

The space sector faces challenges due to high radiation levels

causing single event effects (SEEs), which can disrupt the

normal functioning of electronic components. Reliability is

also a major intrinsic concern for the automotive industry

since atmospheric neutrons can cause single event upsets

(SEUs), leading to crashes or unexpected behaviors. Various

strategies are employed to mitigate these risks. At the tech-

nology level, radiation-hardened technologies and specialized

cells can enhance resilience [1]. Alternatively, architectural

solutions such as dual modular redundancy (DMR), triple

modular redundancy (TMR) [2], or error correction codes

(ECCs) [3] can be implemented to ensure a safe operation

in critical applications.The RISC-V architecture is rapidly gaining traction in

safety-critical applications, thanks to the openness of the

instruction set architecture (ISA) and the availability of open

processor intellectual property (IP) [4]. As a key advantage, the

flexibility of RISC-V allows customization and improvement

of the ISA and the underlying hardware, tuning them to meet

specific (reliability) requirements. Consequently, the RISC-V

ecosystem is increasingly adopted in applications where sys-

tem reliability is non-negotiable [5].Within this context, previous investigations have tested the

reliability of various RISC-V processors, including processors

with architectural protection, under neutron and proton radia-

tion [2], [6], [7], [8]. However, these investigations have been

limited to field-programmable gate array (FPGA) implemen-

tations of these processors, leaving the configuration memory

vulnerable to SEUs.This article focuses on the experimental evaluation of

Trikarenos [9], an SoC designed to address the reliabil-

ity requirements of both automotive and space applications.

Trikarenos leverages the flexibility of the RISC-V architecture,
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relOBI: A Reliable Low-latency Interconnect for

Tightly-Coupled On-chip Communication
Michael RogenmoserIIS, ETH ZurichZurich, Switzerlandmichaero@iis.ee.ethz.ch

Angelo GarofaloIIS, ETH ZurichZurich, SwitzerlandDEIS, University of BolognaBologna, Italyangelo.garofalo@unibo.it
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Abstract—On-chip communication is a critical element of

modern systems-on-chip (SoCs), allowing processor cores to

interact with memory and peripherals. Interconnects require

special care in radiation-heavy environments, as any soft error

within the SoC interconnect is likely to cause a functional failure

of the whole SoC. This work proposes relOBI, an extension to the

Open Bus Interface (OBI) combining triple modular redundancy

(TMR) for critical handshake signals with error correction codes

(ECC) protection on other signals. Implementing and testing the

reliable crossbar shows improved reliability to injected single

faults from a vulnerability of 34.85 % to zero compared to the

irredundant baseline, with an area increase of 2.6 ! . The area

overhead is 1.8 ! lower than that reported in the literature for

fine-grained triplication and voting.

Index Terms—Fault tolerance, Multiprocessor interconnection,

Single-event upset

I. INTRODUCTION
As more satellites are deployed, especially in constellations

for earth observation or communication [1], many more ad-

vanced systems-on-chip (SoCs) are being used in the hos-

tile space environment. Radiation-induced single-event upsets

(SEUs) and single-event transients (SETs) pose significant

threats to system reliability, particularly in crucial devices,

components, and applications where high availability and fault

tolerance are paramount. Smaller, more modern technology

nodes are more likely to be affected by SETs, as increasing

clock frequency and shrinking transistors make it more likely

that transient faults are latched by sequential elements instead

of being masked thanks to temporal masking [2]. We target

soft errors such as SEUs and SETs, assuming any net driven by

a transistor can flip. SEUs are modeled to directly affect the

state of a register until overwritten, while SETs are applied

long enough such that they are clocked into all affected

registers for evaluation.Recent testing of a partially protected microcontroller de-

sign under radiation and in simulation revealed that faults in

high activity areas, such as the system interconnect, severely

impact overall device reliability [3]. While processor cores and

memory banks are usually protected [3], protecting the inter-

This work has received funding from the Swiss State Secretariat for

Education, Research, and Innovation (SERI) under the SwissChips initiative.

connect is also critical, but interconnect protection approaches

are less widely explored and understood.
Previous research has explored methods for protecting large

networks-on-chip (NoCs) [4]–[6], where the main options

proposed are error correction encoding, error checking with

retransmission, and ensuring reliability at the transistor level.

However, these methods and their implementation mostly rely

on offline test modes, which disrupt normal operation and

cannot fully counter soft errors. Furthermore, these NoC-

centric approaches have not been adapted to smaller, tightly

coupled low-latency interconnects. Focusing on low-latency

interconnects for microcontrollers, [7] enhances reliability

with fine-grained triplication and voting for a 4.8-6.9 ! area

increase and 1.4 ! critical path timing increase. A lighter

protection is applied to the Advanced Peripheral Bus 5 [8] by

triplicating only the control and protecting data and address

with error correction codes (ECC), reducing the number of

signals by 42 % w.r.t. full triplication [7]. The Open Bus

Interface (OBI) [9] and Advanced eXtensible Interface 5 [10]

standards define integrity signalling as an optional extension,

which adds parity to various signals for error detection,

but the specifications do not detail a correction or recovery

mechanism. Retransmission may correct some error types, but

handshake errors are not recoverable, meaning a system reset

would be required. Relying on the underlying transistors and

cells to be tolerant can address this issue, but is limited to

technologies where cell implementation has been radiation

hardened.
To address these limitations, we present relOBI, a novel

augmentation of the on-chip interface OBI [9] that provides

complete soft error tolerance for combinatorial and sequential

elements within system interconnects and allows for con-

tinuous operation at a much lower cost than fine-grained

triplication. Specifically, this work includes the following

contributions:

• Definition of an extension to the OBI interface allowing

for rapid encoding and decoding to handle any single

error on the interface wires while maintaining flexibility.

• Design and implementation of open-source interconnect

ar
X

iv
:2

50
8.

05
35

4v
2 

 [c
s.A

R]
  1

3 
O

ct
 2

02
5

https://ieeexplore.ieee.org/document/9912026
https://dl.acm.org/doi/10.1145/3635161
https://ieeexplore.ieee.org/document/10382727
https://ieeexplore.ieee.org/document/10978878
http://arxiv.org/abs/2508.05354
https://arxiv.org/abs/2603.26637

